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A CONVERSATION ABOUT DIGITAL 
PRESERVATION

Tammy Troup, MHS Digital Services Manager
“Just Scan It… Digitization Dos and Don’ts”
SHRAB Workshop, September 22, 2016



INFORMATION EXCHANGE



Oral

Written

Digital

Presenter
Presentation Notes
Humans have long traditions of exchanging information and knowledge. At each juncture, the entry knowledge is more complex with more barriers for mastery. Changes in each type of exchange have impacted cultural homogeneity, persistence of culture and knowledge, and primary methods of exchange.



Human

Information

Human

Language, Gesture, 
Expression, Art, 

Music, etc.
Information

White Bull Interview. L.A. Huffman. Catalog #981-150. June 20 1901. Montana 
Historical Society Research Center Photo Archives. Helena, Montana.

Presenter
Presentation Notes
Transfer of information is difficult. We’ve developed and refined very complex methods of information transfer and we spend a significant amount of our lives exchanging and transferring information.



Human

Meaning

Human

Emotion, passion, 
persistence, organization, 

stewardship, 
standardization

Meaning

White Bull Interview in regard to the Custer Battle. L.A. Huffman. Catalog #981-151. June 
20 1901. Montana Historical Society Research Center Photo Archives. Helena, Montana.

Presenter
Presentation Notes
Transfer of meaning is even more complex and more difficult to communicate. The type of information a person or a culture finds meaningful is carried forward by attaching emotional concepts and passion to information. Cultures organize and develop complex standards to persistently steward information determined meaningful. 



Hand drawn, no date

Official map printed, 
1950

Presenter
Presentation Notes
In the refinement of information exchange, humans have developed standards in order to exchange even more information and we’ve agreed to follow certain types of standard exchanges in order to expedite the transfer of information. We spend time educating information creators and transmitters in order to ensure the exchanged information meets the standards developed by the standards organizations responsible for monitoring the standards. On a daily basis, we all interact with many types of standardized information.



First Associated Press Wirephoto transmission, small plane in 
Adirondacks, 1935. 
http://norman.hrc.utexas.edu/nyjadc/ItemDetails.cfm?id=266

Beatles arrive at JFK, 7 February 1964, By 1965 the Associated 
Press approved the first photo transmission standard

Presenter
Presentation Notes
Standards take time to develop, though. For example Wirephoto transmission technology was developed in 1921. The same technology which transmitted information across “grapevines” during the Civil War could be used to exchange images. And keep in mind, it’s easier to attach emotion with images than simply text. Publishers realized the power of this technology and they worked diligently to use this technology effectively. The first wirephoto image was transferred by the Associated Press in 1935. However, it was not until 1965 that the Associated Press approved the first photo transmission standard, and it was not until 1995 that the International Press Telecommunications Council created standard metadata fields. 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwii2dPAs83JAhUBVWMKHRl1CIUQjRwIBw&url=https://en.wikipedia.org/wiki/The_Beatles&bvm=bv.109395566,d.cGc&psig=AFQjCNFCpIVzWCBZHRshBE-7KWrK18KN-A&ust=1449703222301729


DIGITAL FILE MANAGEMENT
MOVING TOWARD STANDARDIZAT ION

Presenter
Presentation Notes
Which brings us to our current point in the development of means of exchanging information. 
In an environment which is less than thirty years old, we already have International Standards Organization (ISO) standards for exchanging information from machine to machine and we’re on our way to developing standards for the exchange of information from human to machine and machine to human. 



TFW YOU REALIZE ROBOTS WILL STEAL YOUR JOB

Presenter
Presentation Notes
Discussion about “machine to machine” transfer of information sounds alarmist and feels uncomfortable, but fundamentally we are talking about a faster, more consistent, and more persistent way to exchange information. And we’ve created a lot of information we think should be exchanged. When we discuss “machines exchanging information” keep in mind that at this present time, machines are not ascribing any additional information or emotion or intent to act on the information we exchange. Certainly humans can create machines which will act upon certain types of information, but September 22, 2016 machines in an of themselves are not autonomous actors upon our information.



header

payload

00000000 0000 0001 0004

00000010 0000 0000 0028

00000020 0000 0016 0010

00000030 6a69 0019 8888

00000040 5862 e8f7 8384

Digital File Container (.txt, .jpg, .tiff, .pdf, .xlsx, .docx, etc.)

Presenter
Presentation Notes
So what’s going on in this machine to machine transfer? We enter information within a digital file container and that information is converted to a binary code. A string of information which may be communicated with electrical pulses – on/off, 0/1 – These digital file containers meet ISO standards for information exchange and they’re comprised of header information which communicates what type of software is required to display the information carried within the bin file or the payload.




Header (XML)

Payload (binaries)

00000000 0000 0001 0004

00000010 0000 0000 0028

00000020 0000 0016 0010

00000030 6a69 0019 8888

00000040 5862 e8f7 8384

Digital File 
Container
(.docx –ZIP 
archive file 
with XML 
and 
binaries)

File Signatures
Date

Owner
Structural Metadata
Rights

Styles Metadata

Example: Word Document

Presenter
Presentation Notes
For example this ISO standard text interpretation software presents an interface for humans to input information and “under the hood” the software communicates all those 0s and 1s to other types of software using extensible markup language.



User

Application Software

Operating System Software

Hardware

Creating a Digital File

Presenter
Presentation Notes
Users input information, specific software reads the information, the operating system code reads the program information and the hardware codes read the operating system information. Fortunately we stay up here managing this level of information. 



Presenter
Presentation Notes
On the surface level, digitization and digital file transfer of information is a brilliant way to exchange large amounts of information. A copied bitstream is exactly like the original bitstream.



Presenter
Presentation Notes
Certainly data loss can occur when file formats are migrated or information is improperly stored.



Presenter
Presentation Notes
But the main problem with digitization and digital file management is an inherently human problem. Easily replicated information is easily replicated. Easily transferred information is easily transferred. 



Medium carries Information 
and Meaning

Medium and Machines carry 
Information and Meaning

Presenter
Presentation Notes
In a matter of time, we can have the equivalent of this on fragile, media.



STANDARDIZATION
PROCESSES  FOR ACCESS  & PRESERVAT ION

Presenter
Presentation Notes
Presently national and international standards organizations have developed standard methods for the exchange and transfer of digital information, and national and information standards organizations are now working toward standards for continued access and preservation of digital information.



Header

payload

00000000 0000 0001 0004

00000010 0000 0000 0028

00000020 0000 0016 0010

00000030 6a69 0019 8888

00000040 5862 e8f7 8384

Digital File 
Container
(.txt, .doc, 
.jpg, .tiff, .png, 
.xlsx, .pdf)

Human/Machine Human/Machine

Administrative 
Metadata
Creator, Date, Title, Related 
Files, Rights, Contributor, 
Identifiers, File Names, etc.

Descriptive 
Metadata
Description of content, 
Keywords (tags), Subject-
specific information, Coverage, 
Dates, etc.

Technical & 
Preservation Metadata
Software, Hardware, Structure, Format, 
Colorspace, Size, Checksum, 
Events/Actions, Dates, etc. Some of 
this metadata is automatically 
captured by originating software.

Presenter
Presentation Notes
The development of standard means of transferring Administrative, Descriptive, Technical, and Preservation Metadata and methods of ensuring machine and humans are able to read this information is a critical aspect of digital preservation. 




Digital Object

Header

payload

00000000 0000 0001 0004

00000010 0000 0000 0028

00000020 0000 0016 0010

00000030 6a69 0019 8888

00000040 5862 e8f7 8384

XML declaration

XML CONTENT

Digital file to be preserved and XML sidecar

Presenter
Presentation Notes
Metadata records may be recorded in a flat array for humans to read, but machines read metadata which has been “marked up”. This file travels like a side car with the digital files. XML (extensible markup language) is used with local or standard Metadata schemas to encode the metadata for human or machine readability in perpetuity.



Example 
Submission Information 
Package (SIP)

Ready for Preservation

txt--manifest

md5--checksum

XML—collection level

pdf--rights documents

tiff & XML—digital objects

pst—communication files

Digital Object

txt--collection description

Presenter
Presentation Notes
The embedded and/or side car metadata travels with the key digital files and they’re pulled into an environment for preservation. In addition to metadata, Digital Preservation also depends upon curation and organization of key files. In the parlance of the Open Archival Information System (OAIS), which we’ll review in a minute, all the files which will be preserved are “bundled” as an Information Package. In this case, since the files are ready to be drawn into a digital preservation system, they are considered a “Submission Information Package” or “SIP”.



Digital Curation Center Curation Lifecycle Model

Presenter
Presentation Notes
The Digital Curation Center visualized the OAIS model with this circular “lifecycle model” which accounts for the primary activities necessary for the preservation of digital files. 



Submission 
Information 

Package (SIP)

Archival 
Information 

Package (AIP)

Dissemination Information 

Package (DIP)

(disposable)

Presenter
Presentation Notes
Returning to the idea of Submission Information Packages--SIPS are drawn into a digital preservation system, Dissemination Information Packages (DIPS) may be distributed on various platforms, and Archival Information Packages (AIPS) are placed in a secure storage environment.



Information 
added/changed

Files transferred

Formats migrated

Presenter
Presentation Notes
Returning to the idea of the lifecycle model. There are actions and new pieces of information which need to be documented. Information may be added, files transferred, and formats migrated, and after each action, any changes need to be documented. 



DIGITAL PRESERVATION 
SYSTEM

BUILD ING A FUNCT IONAL SYSTEM

Presenter
Presentation Notes
Which brings us to the necessity of establishing a functional Digital Preservation System. 



Functional system – self-organizing, non-linear structure of conduct 
composed of synchronized distributed elements.

--V.G.Red’ko, D.V.Prokhorov, M.B.Burtsev, Theory of Functional Systems, Adaptive Critics and Neural Networks, in 
Proceedings of International Joint Conference on Neural Networks, Budapest, 2004, pp.1787-1792. Retrieved 15 

September 2016 https://en.wikipedia.org/wiki/Theory_of_functional_systems

Presenter
Presentation Notes
A functional system is critical in order for all the key information, management information, and future information to be exchanged in a responsible, logical manner. A functional system is not a single piece of software – although good software is a critical support feature – a functional system depends on a number of equally contributing factors. 



Policies

Communication

Consistent 
Actions

Standards

Procedures

Documentation

Skilled Humans

Hardware & 
Software

Shared Purpose

Organizational
Commitments

Presenter
Presentation Notes
These factors include standards, policies, hardware and software, skilled humans, communication, procedures, organizational commitments, documentation, consistent actions, and a shared purpose. They are all equally critical in order to have a functional system. 



Selection

Arrangement

Description

Stewardship

Basic Archival Actions necessary for Digital File and Electronic 
Records Management

Presenter
Presentation Notes
There are, of course, basic actions necessary for management and they are drawn from standard archival practice. 



Digital File 
Management

Documentation
Definitions, policies, roles and 

responsibilities, and 
procedures and workflows.

Organizational Commitment 
Short/long term commitment to what is 

developed (projects/processes), commitment 
to the funding the humans, technologies, 

space, time, training, etc.

Foundation for Sustainability

Presenter
Presentation Notes
But the foundation for a sustainable system depends on organizational commitments, well-thought procedures, established chains of command, commitments to funding people, space, time, and training, as well as documentation about these decisions. 



PRACTICAL ACTIONS & 
VOCABULARY

Presenter
Presentation Notes
A lot of these ideas are really abstract, so at this point, let’s discuss practical actions and the vocabulary of digital preservation.





Presenter
Presentation Notes
At a very practical level, these five activities will result in better managed “Digital Assets.” 



Migration or 
Transformation

Archival Actions 
(assessment, 

finding aids, etc.)

creates AIPs

Monitors AIPs 

create SIPs

Disposes

creates DIPs 

Start Ingest

Presenter
Presentation Notes
Once Digital Assets – or SIPs – are brought into a Digital Preservation System, archival actions of assessment, development of finding aids, and in some cases, arrangement and description may be conducted. The Archival Information Package is generated and placed in a secure storage environment where the AIPs are monitored on a scheduled basis. Some software can interact with international registries and an organization may be alerted when formats or information needs to be migrated. 



Level 1

Storage & 
Geographic 
Location

-Two complete copies that are not collocated 
-For data on heterogeneous media (optical discs, 
hard drives, etc.) get the content off the medium and 
into your storage system

File Fixity & Data 
Integrity

-Check file fixity on ingest if it has been provided with 
the content 
-Create fixity info if it wasn’t provided with the 
content

Information 
Security

-Identify who has read, write, move and delete 
authorization to individual files 
-Restrict who has those authorizations to individual 
files

Metadata -Inventory of content and its storage location 
-Ensure backup and non-collocation of inventory

File Formats -When you can give input into the creation of digital 
files encourage use of a limited set of known open 
formats and codecs

NDSA First level of Digital Preservation

Presenter
Presentation Notes
Since diving into Digital Preservation can become very complex, very fast, let’s take this limited amount of time together to expand on the NDSA’s first level of Digital Preservation.



STORAGE AND GEOGRAPHIC LOCATION 

2 disparate storage locations 
(non-heterogeneous)

1off-site (preferably)

Presenter
Presentation Notes
Non-heterogeneous basically means non-optical. But it is important for bits (electrical pulses) to be stored in a dynamic environment. External hard drive options such as drobos keep bits on a hard disk drive (HDD), which is a non-volatile storage option. Optimally, bits would be backed up in an environment with a magnetic Linear Tape Option (LTO), but that depends on a well-established infrastructure or a contract with a well-established infrastructure.



FILE FIXITY AND DATA INTEGRITY

69CB82153BD4CC62394832C1B1954368

Presenter
Presentation Notes
File fixity or checksum refers to a unique code generated by a piece of software which “fixes” a digital file in a particular place and time. This checksum may be monitored in a secure environment and if it is changed, record of that change will be noted. 



FILE FIXITY AND DATA INTEGRITY

5102BA3537092B6AD89D803A17CD7EFB

Presenter
Presentation Notes
For example, if an image is flipped accidentally or downsampled, the checksum will be different.



INFORMATION SECURITY

Alan Holyoak. Speakeasy door with sliding panel & two-way mirror in Rookwood cloakroom. Butte, 
Montana (c) 2014 Alan Holyoak. Retrieved 16 September 2016 
http://idaholyoaks4.blogspot.com/2014/05/the-rookwood-speakeasy-butte-montana.html

Presenter
Presentation Notes
Information Security is an additional level one requirement it is important to identify who has read, write, move and delete authorization to individual files and restrict who has those authorizations to individual files.




METADATA

"Manifest of Alien Immigrants for the SS Brasilia, 01/31/1899" Manifest/Textual Record. S.S. Brasilia. 
January 31, 1899. From archives.gov: http://research.archives.gov/description/596307# Retrieved 
17 September 2016.

Presenter
Presentation Notes
Metadata isn’t simply the information about individual files, metadata is also a manifest of the existence of those files and key information which can help humans make decisions about those files. 

http://research.archives.gov/description/596307


FILE FORMATS

Presenter
Presentation Notes
Numerous file formats exist, so it is important to limit the types of files which will be managed to a few recommended formats. These formats should be uncompressed files or should have maximum fidelity for information exchange.
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